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Should NIST compliance apply to us?

The Problem 
  

Small companies in the defense supply chain 
are at risk of losing business by not being 
NIST SP 800-171 compliant. At the same time, 
noncompliance means they are missing out  
on potential new and expanded work.

An enormous number of vendors within the defense 
supply chain are not NIST compliant—despite  
the 2017 deadline mandating it. While this may not 
negatively impact daily operations, it does mean 
constant exposure to the threat of hacks and 
increased risk of major financial damage. 

Far worse: If a supplier experiences a security 
breach and cannot prove NIST compliance, the 
most likely scenario is the loss of its defense 
business altogether.

The Opportunity 
  

Compliance with NIST requirements is a powerful 
selling point and an increasingly competitive 
differentiator that defense contractors consider  
in selecting supplier partners.

And because NIST compliance is a new 
requirement for doing business in the defense 
ecosystem, suppliers that serve multiple markets 
may choose not to pursue it and drop out of  
your competitive arena. 

Being demonstrably NIST compliant sets small 
suppliers apart from peers who either don’t  
fully understand the complexities, are lagging on 
implementing recommended compliance plans, 
 or choose to risk continuing their operations 
without any appropriate security protection.
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Does NIST 
compliance 
apply to us?

Is NIST compliance even relevant  
to my business? Any CUI (Controlled 
Unclassified Information) we handle is  
securely provided. 
  

If you are a vendor within the DoD supply chain,  
yes, NIST compliance applies to you and is required 
by your defense business.

CUI is often tricky to identify and track as it moves 
through the supply chain—and it’s possible that 
it’s not identified as CUI until months or years after 
you receive it. Secure hard copy CUI becomes 
vulnerable once it’s scanned or inputted into your 
network. And, CUI can be confusing because 
it’s not always obvious—unexpected data like 
purchase orders, catalog ID numbers or employee 
personally identifiable information info might even 
be designated as CUI.

Aren’t we too small to be targets  
of cyber hacking? 
  

Not at all. In fact—as news headlines demonstrate—
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hackers realize that the more vulnerable 
businesses in the defense supply chain are smaller 
vendors that are unlikely to have sophisticated 
cybersecurity. By constantly targeting large 
numbers of small businesses, hackers can  
put together many small pieces of information for a  
more comprehensive view of the big picture.

Isn’t it enough to have an  
SSP and POAM? Or that we have met 
with compliance consultants who 
recommended changes to implement? 
  

While an SSP and POAM are both required  
under NIST and are a great start, they’re really just 
that. Until robust, multi-point measures are actually 
implemented in your day-to-day operations to 
address auditing, monitoring, protecting and 
maintaining your secured network, you’re not 

compliant (or protected!).

We run a tight, secure shop.  
Are we vulnerable? 
 

Having solid passwords and secure networks are 
vital—and many businesses already have those 
in place. But there are several other areas where 
small companies don’t realize they are vulnerable; 
for example, remote-access devices and employees, 
mobile devices and cloud-based applications.

This seems like an event with low-
risk potential… Why would I allocate 
even a fraction of my (extremely tight) 
operating budget to cover a risk of 
something that may never happen? 
 

Your defense business is in jeopardy, and not only  
if you are hacked. If a prime requests documentation  
of your SSP, POAM, and tangible progress toward 
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NIST compliance and you can’t produce it, they  
could immediately suspend or revoke your ability  
to do defense work. 

If a security breach occurs and you are not able  
to provide documentation of, minimally, your SSP,  
POAM, and tangible progress toward NIST 
compliance, the damage could be devastating. 
Your defense work would likely be suspended or 
revoked, and your IT support operations would be 
frozen and potentially confiscated for a period of 
several months during the investigation. You would 
be ineligible to acquire new defense work until 
you were able to prove NIST compliance. Not to 
mention the hit your reputation would take among 
your community of peers and potential partners. 

I know a lot of my peers aren’t rushing 
to become compliant. Why do I need 
to do this now? 
 

While some of the information about NIST 
compliance is confusing, the requirement is certain, 
and the deadline for compliance has already 

passed. The DoD will soon demand more stringent 
adherence to deadlines for all suppliers in the 
defense ecosystem.

It’s only a matter of time before defense suppliers 
like yours are breached, audited or left behind 
because their peers are achieving compliance  
(and winning available defense business).

How does becoming NIST compliant 
help my bottom line? 
 

Because so many smaller companies in the 
defense supply chain are not pursuing or attaining 
NIST compliance, their defense work will soon be 
up for grabs, providing a bigger market opportunity 
for a company that has already achieved  
NIST compliance.

Even better—NIST compliance is a powerful selling 
point for you as you expand your defense business. 
Primes are only pursuing business with companies  
that have proven compliance – it has become a 
strong competitive differentiator.
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Possible 
Solutions

Option 1: Do Nothing 
 

Cost: Cost comes later, when a prime requires 
documentation of your compliance with NIST 
requirements and you can’t provide it. 

Benefit: Business as usual, no investment and no 
disruption to operations. False sense of security.

Risk: Non-compliant DoD suppliers risk being 
audited, which would result in the loss of their DoD 
business. More critically, a security breach would 
have a devastating impact on operations, resulting 
in loss of DoD work and confiscation of all IT 
equipment as the breach is investigated.

Considerations: N/A

Minimum Timeframe: N/A
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Option 2: Do It Yourself 
 

Cost: $55,000–$65,000; mainly in the form of 
hundreds of man hours. Depending on whether 
you use open source software or a market solution, 
your primary investment is in time for your IT 
manager, management and staff to understand 
NIST requirements and their application to the 
business, research open source or market 
alternatives, combine multiple open source 
solutions to address the multitude of requirements, 
and ensure staff and protocol compliance.

Benefit: Organizations with the time and knowledge  
could become NIST experts and achieve 
compliance without paying for outside expertise, 
with minimal software or hardware expenses.

Risk: The confusing requirements and applications 
of NIST SP 800-171 are complicated and fluid; 
there’s a high likelihood of a home-grown NIST 
solution falling short of all critical security criteria. 
Learning on-the-go may also drive adoption of 
unnecessary or redundant software or equipment.

Considerations: If the business prioritizes 
compliance, a very experienced IT professional 
would need considerable time to research, 
implement and maintain this solution, limiting 
available resources to manage other IT priorities. 
Using open source to DIY, your company would 
have no guarantee that compliance was accurate, 
thorough or implemented correctly, and if not,  
would still fail a compliance audit or be vulnerable  
to a security breach. 

Minimum Timeframe: 4–10 weeks of dedicated 
time by one full time employee, plus man hours of 
others to  
update policies, procedures, and implement  
training protocol across the business. Because  
this “self-taught” option involves a deep dive into a  
very complex and fluid subject matter, the learning 
curve is usually steep and long; one full-time IT 
employee might expect to spend approximately 
30% of their time dedicated to learning,  
implementing and maintaining a NIST compliant 
solution, ongoing. 
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Option 3: Dedicated Compliance 
Consultant: Comprehensive NIST 
Compliance Solution, Implemented 
 

Deeply experienced NIST consultants that provide 
business-specific, customized end-to-end NIST 
compliance solutions. 

Cost: Approximately $100,000.

Benefit: Fully implemented, customized, robust 
NIST compliance solution. Includes staff training 
and ongoing communication of critical updates.

Risk: Low risk. All aspects of NIST compliance  
are delivered and fully operational. 

Considerations: Best for businesses that do 
not have experienced or available internal IT 
capability or resources, as none are needed for 
implementation. Only straightforward maintenance 
and monitoring is needed post-implementation.

Minimum Timeframe: 6–10 weeks.
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Option 4: Purchase a Managed Solution 
 

Experienced compliance companies focus  
on all aspects of the compliance journey, from  
baseline assessment to total compliance. 

Cost: $55,000–$60,000.

Benefit: You can find a managed solution that 
complements the number of man-hours your 
business can devote to compliance, and will walk 
you through your compliance journey. 

Risk: Not all managed solution providers (MSPs) 
are NIST experts, so make sure the one you hire 
addresses all aspects of NIST, not just general 
best practices around compliance. Organizations 
are often lulled into a false sense of security that  
the process is complete, when only a portion  
of it has been addressed. 

Considerations: Be aware that not all managed 
solutions are NIST-specific. Cost is typically per 
user, per month. Depending on your level of need, 
you can find a solution that leverages the IT assets 
you have—and fills in the gaps where you may 
need additional support. 

Minimum Timeframe: 3–6 weeks at minimum, 
plus time for business to implement protocol or 
policy changes.
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Option 5: Turnkey Software Solution 
 

Robust, commercially available, plug and play 
software/hardware solutions for implementation  
by internal IT support. 

Cost: Often less than $25,000.

Benefit: The most economical and fastest NIST 
compliance option with the highest assurances 
of quality, effectiveness and robustness. Works 
immediately with existing infrastructure.

Risk: Very low risk, particularly when purchasing  
a NIST-specific solution. 

Considerations: Ideal option for businesses that 
have skilled and available IT staff to learn NIST 
basics, and implement and manage the solution.  
A capable IT resource would be required for 
ongoing monitoring and updates. 

Minimum Timeframe: 1 week from initial 
assessment.
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Analysis

Is it affordable? 
 

  Do Nothing 
Ultimately, this will threaten all of your defense business. 
Cost includes: loss of defense revenue; lost time on 
operations (if a breach occurs) while network hardware is 
seized as part of investigation.

  Do It Yourself  
Cobbling together open source solutions (you will need 
more than one) is not only labor intensive, but also 
questionable in terms of ability to address all NIST 
requirements, leaving your business vulnerable.

  Dedicated Consultant 
Higher monetary costs, but results will be tailored 
to your business and fully address NIST compliance 
requirements.

  Managed Solution 
Higher monetary costs compared to DIY, but will result  
in NIST compliance and ability to continue working in 
the DoD ecosystem.

  Turnkey Software Solution 
Fast implementation, complete NIST compliance, at the 
most economical price outside of DIY/open source.

Proven ROI? 
 

  Do Nothing

  Do It Yourself  
The amount of time a full-time employee would need 
to self-educate, research, implement and address 
compliance would effectively take that employee away 
from all day to day IT duties and responsibilities—full-
time—for minimally 8 weeks.

  Dedicated Consultant 
Evaluate the value of your defense business, multiplied 
by the number of years you could foreseeably keep it, to 
determine ROI. And consider the possibility of gaining 
market share from peers who don’t pursue compliance.

  Managed Solution 
Evaluate the value of your defense business, multiplied 
by the number of years you could foreseeably keep it, to 
determine ROI. And consider the possibility of gaining 
market share from peers who don’t pursue compliance.

  Turnkey Software Solution 
Evaluate the value of your defense business, multiplied 
by the number of years you could foreseeably keep it, to 
determine ROI. And consider the possibility of gaining 
market share from peers who don’t pursue compliance.
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Is it comprehensive and guaranteed  
to achieve your compliance? 
 
 

  Do Nothing

  Do It Yourself  
Open source is difficult to do right - there are so many 
details in the NIST requirements that it would take a 
dedicated professional, or a NIST expert, to ensure that  
all were addressed among various OS softwares. 

  Dedicated Consultant

  Managed Solution 
Caution here to ensure that the managed service provider 
is educated specifically in NIST. General best practice 
compliance implementation will not suffice. 

  Turnkey Software Solution

Is the solution easy, simple,  
non-disruptive and have a clear  
start and stop? 
 

  Do Nothing

  Do It Yourself  
This option is the least certain, relative to span of 
education and implementation, and disruption to 
business as usual.

  Dedicated Consultant

  Managed Solution 
Depending on the specific solution, your equipment and 
network may be impacted, or require upgrades, to install 
new hardware or software.

  Turnkey Software Solution
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Does it come with expertise,  
deep knowledge and know-how? 
 

  Do Nothing

  Do It Yourself  
Even highly capable IT staff can become overwhelmed 
learning the policies, tools and technologies that 
comprise NIST compliance. Implementation—and its 
unknown impact on existing systems—involves a steep 
and time-consuming learning curve. 

  Dedicated Consultant 
Most reputable consultants will have deep and broad 
expertise in NIST compliance.

  Managed Solution 
Be sure that the solution provider has very specific NIST 
compliance expertise and not just general compliance  
best practices. 

  Turnkey Software Solution 
Turnkey solution providers are NIST compliance experts. 
They will train your IT staff to build policies, procedures 
and plans to implement in order to become compliant.

How fast is implementation? 
 
 

  Do Nothing 
No action = no time spent.

  Do It Yourself  
Minimum of 8 weeks of attention from a  
full-time employee.

  Dedicated Consultant

  Managed Solution

  Turnkey Software Solution 
On-site installation and set-up time is less than a  
half-day. The solution gets you on your way to  
compliance immediately.
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Will it help me be competitive? 
 
 

  Do Nothing

  Do It Yourself  
If implemented properly. 

  Dedicated Consultant

  Managed Solution 

  Turnkey Software Solution 
Yes, and at a price point below other options  
for compliance.

Can it increase my defense contracts 
or grow my defense business? 
 

  Do Nothing

  Do It Yourself  
If implemented properly.

  Dedicated Consultant

  Managed Solution

  Turnkey Software Solution 
Yes. On day 1 of implementation, you can demonstrate 
your dedication to compliance and begin using it as a 
selling point for expanded business and defense work.
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Can we keep using the existing 
systems we use today - even  
legacy hardware? 
 

  Do Nothing 
No action = no equipment changes.

  Do It Yourself  
If implemented properly. 

  Dedicated Consultant 
It’s possible that some businesses will require  
upgraded hardware or equipment.

  Managed Solution  
It’s possible that some businesses will require  
upgraded hardware or equipment.

  Turnkey Software Solution 
Some turnkey solutions use software and hardware  
that integrates with a company’s existing equipment— 
even legacy hardware. Some updates may be required  
to software.

Is the solution customizable,  
scalable and automatically updated 
with changing compliance metrics  
and standards? 
 

  Do Nothing 
No action = no equipment changes.

  Do It Yourself  
Customizable, yes. But customizations will need to 
be constantly monitored for adherence to compliance 
requirement changes. Systems and software will  
need to be updated manually. 

  Dedicated Consultant 
Solutions are tailored to company’s infrastructure, 
hardware, software and networks; updates are automatic 
and ongoing as threats and compliance standards  
evolve. Staff training is included.

  Managed Solution 

  Turnkey Software Solution 
Solutions are tailored to company’s infrastructure, 
hardware, software and networks; updates are automatic 
and ongoing as threats and compliance standards  
evolve. Staff training is offered.
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Recommended Solution
Engage with either a turnkey solution provider or managed solution provider*, depending on your budget and 
amount of in-house time and IT expertise your business is able to devote to compliance.

Turnkey Solution Provider 
 

Managed Solution Provider* 
 

  Your company has available IT expertise and personnel   Your company has limited internal IT capacity or personnel

  Extremely economical   Completely comprehensive, 100% compliance done for you

   Proven ROI for businesses that want to keep existing  
DoD work and have ability to expand it

  Proven ROI for businesses that want to keep existing  
DoD work and have ability to expand it

  Fits with existing infrastructure, hardware and  
legacy equipment

  Sometimes fits with existing infrastructure, hardware and  
legacy equipment

  Powerful security, robust protection    Powerful security, robust protection  

  Ongoing training is available online   Ongoing training is provided   

  Rapid, non-disruptive implementation   Relatively fast, typically non-disruptive implementation    

  Proof of compliance   Proof of compliance   

 
Ask us about our trusted partners.

*Note: Not all managed service providers are equal; be careful to ensure that the managed solution provider you choose is deeply experienced  
in NIST-specific compliance implementations. General compliance best practice implementation will not address all NIST requirements.
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